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Current CID Process and Challenges
• Naval platforms participating in the CID process:  destroyers, cruisers, carriers, F/A-18s, and 
E-2Ds. Sensors & data sources contributing to CID: radar, Forward Looking Infrared (FLIR), 
Identification Friend or Foe (IFF), Precision Participation Location Identifier (PPLI), and 
National Technical Means (NTM).
• The AEGIS combat system, CEC, and Link 16 are critical systems supporting CID for:  
sharing data among distributed platforms, correlating and fusing data, and displaying tracks.
• The current CID process is heavily manual and relies on the application of doctrine and the 
collaboration of multiple decision makers and analysts.
• Challenges for the CID process include:  an extremely short time for fusion, decision making, 
and targeting; uncertain and/or missing data outside sensor (e.g., radar, radio) ranges; manual 
decision-making; and a critical need for object/pattern recognition, anomaly detection and  
predictive analytics.
Typical Aegis Watch Stations Related to CID
Big Data Architecture and Analytics (BDAA) for 
Improving Combat Identification (CID) and the 
Common Tactical Air Picture (CTAP)
• The research team studied Big Data Analytics to address CTAP and CID challenges 
that included unsupervised learning, self-taught learning, deep learning, pattern 
recognition, anomaly detection, and data fusion. 
• The research team developed and selected machine vision and deep learning 
algorithms for improving object recognition, classification accuracy and certainty of 
air objects by associating, correlating, and fusing heterogeneous data sources that do 
not share data models. 
• The research team studied pattern recognition and anomaly detection methods that 
could be used for identifying threat object intent, air picture event anomalies,  and 
launch predictions.
• The research team provided evidence for the selected tools and methods on how to 
fuse tactical data such as infrared, (Electro-optical) EO, and radar with alternative 
data such as text-based data from open Internet and social media sources to improve 
object recognition and predict interesting events.  
Future Work
• The research team will study commercial BDAA techniques that can be leveraged to 
support the future development of advanced data models as part of data integration, 
data storage and retrieval and other CID and CTAP processes.
• The research team will study BDAA applications to support and enable advanced 
automated decision aids and resource management capabilities for battle management.
• The research team plans to further develop the CTAP Cloud Concept and associated 
analytics, data models and battle management tools.
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Learning (Machine Vision)
Findings and Recommendations: How can 
BDAA help CTAP and CID?
• The Navy can leverage BDAA methods developed for commercial applications, 
such as:  1) data collection, ingestion, integration and safe storage; 2) parallel/ 
distributed processing; and 3) deep analytics.
• The research team developed a CTAP Cloud Concept:
- The concept, which could be physically associated with a Big Data cloud 
implementation such as the Naval Tactical Cloud (NTC), would be used to store 
the additional data sources that are not traditional CTAP and CID data sources, 
such as temporal, spatial, and organic sensor data.  Data may include open 
source flight schedules, tactical sensor data that are collected but not currently 
used (e.g. AEGIS residual data), advanced (EW) signature data sources, and 
Intel.  
- These new data sources could be fused and analyzed in parallel using deep 
analytics in the CTAP cloud. The resulting knowledge repository, i.e., Smart 
Data, could be searched, matched and cross-validated with real-time data 
streams of traditional sensor and track level data in the current CTAP and CID 
platforms, used by the warfighters to provide new and enhanced situational 
awareness.  For example, the cloud could send or push Smart Data (e.g. early 
warnings or alerts generated based on BDAA) to various platforms within a 
battlespace. A platform with partial or uncertain sensor/track data could send a 
real-time query to the cloud to find a higher certainty match with a higher 
probability or confidence. The Smart Data push and pull would have a relatively 
small data size and therefore not strain current networks for transmission 
between platforms.   
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